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Context
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● Internet of Home Things aka Smart Home

● PhD results and post-doc followup 

+ general trends and observations

● High-level overview 
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Internet of home things
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Internet of spying things

Control Watch Listen
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How does it usually work?

storage
trigger-action

rules (apps) export

3rd party
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How does it usually work?
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Data control border

data is still yours ...

… but not anymore

homecloud
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Why do you care?
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so, what can we do?

keep it 
all local

secure it in 
the cloud

offer users 
a choice
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HomePad
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Personal smart hub
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HomePad features

local-first data processing
dataflow-based programming
rich set of built-in API functions
drivers for smart home devices
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Dataflow programming

Function 1 Function 2 Function 3

Function 4

App’s dataflow  graph
old style app 

(monolith)

data flow
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Dataflow programming

IPCamera WatchMyHouse HttpRequest

Image

WatchMyHouse app’s dataflow graph

Image
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Privacy policy UI
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Flows tracking & control

IPCamera WatchMyHouse
HttpRequest

(Dropbox)

Image

IPCamera FakeMonitor
HttpRequest
(insecam.org)

Image

Source:
LivRoomCam

Datatype:
Image

Sink:
Dropbox

Action:
Allow

Wed, 12-14

Source:
LivRoomCam

Datatype:
Image

Sink:
insecam.org

Action:
Block

Image

Image
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No-code apps

MotionSensor

Timer
(30 sec)

SmartLight

motion
stopped

LightMyPath app’s dataflow graph

turn
lights off

motion
detected

turn
lights on
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Summary

local-first data processing
local privacy control
shortcomings:

access to the cloud resources
lack of computing/storage
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PatrIoT
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Meet PatrIoT

platform provider ≠ data owner & processor 
extends dataflow model to the cloud
secure (SGX) and private by design
self-hosted or provided as a service
offers full control to the user
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PatrIoT system model
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PatrIoT UI

Follows the

 data source
data type
data sink
+ context

model
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Summary

personal smart home platform
secure and verifiable
shortcomings

it’s a clean-slate design
existing services need to adopt/adapt



  25

Next generation
smart home systems
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Goals

Find an alternative to
local-only and cloud-only

Require minimal changes to existing 
infrastructure and workflow

Offer users a way to decide on a
 privacy-vs-utility trade off
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Research
● Analysis of existing smart home systems

“SoK: Privacy-enhancing Smart Home Hubs”, 
PETS’22

● 10 commercial & open source systems + 37 
papers

● What was analyzed?
– System and threat models
– Stakeholders share, place of activity
– Implemented PET types 
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Insights
● Alarming trend: commercial systems often 

monopolize devices, apps and cloud servers.

● Commercial systems are increasingly cloud 
dependent, open source ones run locally.

● Lack of privacy control vs. lack of functionality

● A promising shift towards hub-first or hybrid 
design among a few commercial systems.

● But threats associated with platform provider 
are mostly neglected.  
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More Insights (academic)
● Proprietary device software and protocols 

make privacy control harder.

● Hybrid designs are often proposed but 
require significant changes in existing 
systems design.

● Lack of suitable system support for hybrid 
design of smart home services:
– deployment, resource provisioning, access control, privacy 

enforcement ...   
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HubOS
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Remember cookies?
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Remember cookies?

Your browser is a “smart hub” running 3rd 
party code (html + JS + Wasm)

Web services request access to your data

Services provide purpose description

You can allow/reject based on your own 
privacy-vs-utility assessment

Your choices are registered and enforced*

You start using the desired service

Some of your data is processed right in a 
browser, other is sent to the server. 

*efficiency of this enforcement is a topic for another seminar 
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HubOS
● Privacy-oriented OS for smart hubs 
● Allows smart home services to access  sensor 

data for a given purpose (see cookies request)
● Users define how and where their sensor data 

is processed (at the hub, cloud, or both)
● HubOS provides runtime for on-hub processing:

access control, installation, execution, sandbox, network, fs, …

● WASM format for on-hub code
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HubOS deployment

Service
Smart home service

(current state)

On-hub
Service

Cloud
Service

Sensitive-data 
processing part

General 
processing part

Hardware

OpenHAB API & OS

Hub OS runtime

Service

WebAssembly
binary

Service

Any existing
codebase

Smart Home Hub Service’s cloud server
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HubOS big picture

Privacy Utility

On-hub
service

Cloud
service

On-hub
service

...

Smart Home Hub
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